The rest of the paper is organized as follows. First we is used to obtain a characterization of vector-valued bent function introduce notation and recall known facts of bent functions in terms of the value distributions of the translates of the function in Section II. In Section III we give a brief overview of the by linear functions.
I. INTRODUCTION sional Walsh transform and prove the equivalent of Parseval's S-boxes are fundamental building blocks in contemporary theorem for it. Then the definition of multi-bent function is cryptography and typically the only source of nonlinearity given in Section V and its equivalence with the definitions of in ciphers. Several cryptanalytic methods exploiting linearity bent and perfect nonlinear functions are given in the next two properties have been developed, most prominently differen-sections. In Section VIII we conclude. tial and linear cryptanalysis and their variations. Therefore research on nonlinearity criteria of S-boxes is an important II. BOOLEAN FUNCTIONS area of contemporary cryptology. We denote its coordinate functions by fin i 1, 2, ... ., m. For simplicity, we restrict to the binary case. It is straight-Given U C Vm, u 7t 0, the Boolean function u* f defined forward to generalize the results given in this paper to the as u f(s) =u1f1 (() + . Umfin(() is called a (non-zero) p-ary case, for any odd prime p.
component of f.
We begin by recalling a fundamental fact about the value )/V(f)(x)~a, fJ<Xi
We recall the following definitions from [1] . Their variance is 76. Absolute values of the differences from the uniform distribution are (3,1,1,1) (where the order varies) and the quadratic sum of the differences is equal to 12.
These distributions follow the pattern that one value is taken 2~±2 i(2m-1) times and the other 2n 1 values are taken 2 2 1 times each. For n > 2m, these frequencies are multiplied by 2 n -m as shown in Theorem 1. Do other patterns exist? A second interesting question is what is the smallest possible maximum variance of the distributions of f + M for n < 2m and how to identify such functions.
VIII. CONCLUSION
We have introduced a multidimensional Walsh transform to be used in the analysis of value distribution. In particular, we proved that the maximum variance of the value distribution of a vector-valued bent function, and all its translates by a linear function, is the smallest possible.
